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Chapter 1: Introduction

You are going to learn about the following topics:

Your first steps with ActivClient

Smart cards

Digital certificates

Remote Access and one-time passwords
ActivClient usage and management
Personal Information

ActivClient and Terminal Services

Audience

Network or system administrators
IT support staff

End users

Assumed knowledge and prerequisites

This document assumes the audience has a good computer knowledge and
some understanding of Public Key Infrastructure.

Other documents

This Guide is part of ActivClient set of documents including:

ActivClient CAC User Guide (this document)
ActivClient CAC Installation Guide
ActivClient CAC Overview

ActivClient CAC Quick Start
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Chapter 2: Getting started

In this section, you will learn about the following topics:

"Your first steps with ActivClient" on page 10.

"Working with the User Console" on page 12.

Depending on your organization, you may need to configure your smart card
before you can use it for authentication or digital signature operations.

Your first steps with ActivClient are determined by your:

Smart card status (whether your administrator has prepared the card for
you and it is ready to use, or not).

ActivClient configuration (defined during ActivClient setup).

ActivClient CAC User Guide 10
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Here is a list of actions to be taken according to your smart card status:

Table 2-1: Getting started according to your smart card status

Smart card status

Action

If you have a blank
smart card (no PIN).

Your administrator has given you a blank smart card. You need to
initialize the card before you can use it.

1. Log on to your workstation using the same user name and
password that you used before installing ActivClient.

2. Initialize your new smart card and create your PIN. For more
information, see "Initializing a smart card with the PIN
Initialization Tool" on page 15".

3. Load credentials on your smart card as described in "Managing
Digital Certificates" on page 27".

4. Use your card to log on to your workstation (if your administrator

instructs you to do so), to sign email, to access secure Web sites,

etc.

5. At any time, you may access the ActivClient User Console to
configure ActivClient, your smart card, or your credentials. For
more information, see "Working with the User Console" on
page 12.

If your smart card is
personalized with a
PIN but is not
configured for
Windows PKI logon.

Your administrator has given you a smart card and a PIN, and the

smart card has already been personalized with your credentials (for

example, with digital certificates - but not configured for Windows
logon). Your card is ready to use.

1. Log on to your workstation using the same user name and
password you used before installing ActivClient.

2. Use your card to sign email, to access secure Web sites, etc.

3. At any time, you may access the ActivClient User Console to
configure ActivClient, your smart card, or your credentials. For
more information, see "Working with the User Console" on
page 12.

If your smart card is
personalized with a
PIN and a Windows
PKI logon digital
certificate.

Your administrator has given you a smart card and a PIN, and the
smart card has already been personalized with your credentials
(including a digital certificate configured for Windows logon). Your
card is ready to use.

1. Log on to your workstation using your smart card and your PIN.

For more information, see "Logging on to Windows with a
certificate" on page 54".

2. Use your card to sign email, to access secure Web sites, etc.

3. At any time, you may access the ActivClient User Console to
configure ActivClient, your smart card, or your credentials. For
more information, see "Working with the User Console" on
page 12.
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What can you do with the User Console?

Here is a summary of the tasks you can do from ActivClient User Console:

You can Action

Manage your digital certificates - Import a CA digital certificate, see
"Managing user and CA

certificates" on page 29.

Import a User digital certificate, see
"Managing user and CA
certificates” on page 29.

Export a digital certificate, see
"Managing user and CA
certificates” on page 29.

View a digital certificate, see
"Managing user and CA
certificates” on page 29.

Delete a digital certificate, see
"Deleting a certificate" on page 33.

Set as default, see "To select a
certificate for Windows PKI login”
on page 35.

Make your certificates available to
Windows, see "To make certificates
available to Windows" on page 38.

Manage your one-time passwords | * gene_rate aone-time password, see
Getting a one-time password

automatically" on page 74.

+ Re-synchronize a one-time
password, see "Synchronizing
smart cards" on page 39.

Configure a user name for one-
time password-based remote
access, see "Configuring a remote
access user name" on page 40.

View your personal information Available for the US Department of
Defense on Common Access Cards
(CAC) or US Government Personal
Identity Verification (PIV) cards only.
See "About Personal Information” on
page 77.

ActivClient CAC User Guide 12
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Actividentity=

You can

Action

Manage your smart card

Change a PIN, "Changing a smart
card PIN" on page 19.

View your smart card information,
"Viewing smart card information"
on page 25.

Unlock your smart card, "Unlocking
a smart card PIN" on page 21.

Initialize your new smart card,
"Initializing a smart card with the
PIN Initialization Tool" on page 15.

Reset your smart card, "Resetting a
smart card" on page 18.

View your unlock code, "Viewing
your unlock code" on page 21.

Select a smart card reader, from
the Reader List icon on the
Standard toolbar.

Run ActivClient Tools to:

Troubleshoot
Diagnose
Configure advanced settings

Run the Troubleshooting wizard.
"Troubleshooting ActivClient" on
page 44.

Run the Advanced Diagnostics
Tool. "Performing advanced
diagnostics" on page 46.

Go to the Advanced Configuration
Manager window. "Troubleshooting
ActivClient" on page 44.

To access the User Console

From the ActivClient Agent icon located on the workstation’s taskbar:

Double-click ActivClient Agent Q .

The ActivClient User Console is displayed.

_Or_

Right-click ActivClient Agent Q and select Open.

The ActivClient User Console is displayed.

From the Start menu:

Go to Programs, Activldentity, ActivClient, and select User Console.

The ActivClient User Console is displayed.

ActivClient CAC User Guide
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Working with the User Console

@ ActivClient - [testvall4’s Smart Card]
 Ele Edt View Tools Help

QAW A R- LB - Q0

* ® Tasks g ,
My Certificates Tasks « L’q L’q
lﬁ Wiew my certificates £ My CA
: - Certificates  Certificates
@ Impart a certificate

CA Certificates Tasks .
@_W View CA certificates
& Import a certificate

S

Help Tasks 5
@ Get help on using this software
% Troubleshoat a problem

"4 Ready Technical information about this smart card

For more information on the ActivClient User Console, you can refer to
ActivClient CAC Overview.
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Chapter 3: Managing smart
cards

This section discusses the following topics:

"Initializing a smart card with the PIN Initialization Tool" on page 15.
"Resetting a smart card" on page 18.

"Changing a smart card PIN" on page 19.

"Unlocking a smart card PIN" on page 21.

"Viewing smart card information" on page 25.

To initialize your smart card you need to access the PIN Initialization Tool.
The PIN Initialization Tool allows you to:

Initialize your smart card by setting a PIN code.

Reset a PIN code while erasing the content of the smart card.

But first, you need to check if your smart card belongs to the two types of
supported smart cards.

Supported smart cards

Blank and standalone smart cards are the two types of smart cards supported
by the PIN Initialization Tool.

Blank smart cards

Blank smart cards are smart cards with no applets uploaded. Once initialized
by the PIN Initialization Tool, those smart cards are ready to use. No PIN
unlock mechanism is available. If the PIN code is locked due to too many
wrong PIN entries or if the PIN code is forgotten, the smart card can be run
through the PIN Initialization Tool again and you will be able to choose a new
PIN code, but the previous content of the smart card will be completely
erased.

ActivClient CAC User Guide 15
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Standalone smart cards

Standalone smart cards are smart cards with preloaded applets. Those type of
smart cards have an identifier such as S1, S4, O4 or S5 engraved on the lower
right of their back. At the end of PIN Initialization, an unlock code is
displayed. Write it down in a secure place. An unlock code or a PIN code will
be needed later if you want to re-initialize those smart cards and erase their
content.

For the list of blank smart cards (ActivClient Standalone / Mini configuration)
and standalone smart cards (ActivClient Standalone configuration), refer to
chapter 4 of ActivClient CAC Overview.

Important:  Trying repeatedly to initialize a smart card that is not in a supported
configuration can make the smart card permanently unusable.

To access the PIN Initialization Tool

You can access the PIN Initialization from different locations, depending if you
have installed or not the User Console and ActivClient Agent.

From ActivClient Agent icon located on the workstation’s taskbar:

Right-click ActivClient Agent icon Q and select PIN Initialization Tool.
The PIN Initialization Tool wizard is displayed.

_Or_

«  From ActivClient User Console:

1. Insert your smart card.

2. Go to the Tools menu and select New Card.
The PIN Initialization Tool wizard is displayed.

_Or_

«  From the Start menu:

Go to Programs, Actividentity, ActivClient and select PIN Initialization Tool.
The PIN Initialization Tool wizard is displayed.

ActivClient CAC User Guide 16
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Initializing a smart card with the PIN Initialization Tool

To initialize your smart card using the
PIN Initialization Tool

Use the following procedure to initialize your PIN using the PIN Initialization
Tool.

1. Start the PIN Initialization Tool. To learn how, see "To access the PIN
Initialization Tool" on page 16.

2. Follow the PIN Initialization wizard.

3. Enter your new PIN code, confirm it, and click Next.

*2* ActivClient - PIN Initialization Tool

Enter the PIN code vou want to use and dlick Mext to start

Actividentity the initialization process.

ActivClient PIN code: || |

Confirm: | |

Your new PIM must satisfy the Following conditions:
a Must conkain at least ¢ charackers

a Must not exceed 25 charackers

a Must be corvectly confirmed

Note: Enter a PIN that is easy for you to remember, but difficult for others to guess!
The PIN code must conform with the PIN rules displayed by the tool. All the
rules must display a green check for the PIN Initialization Tool to let you move
forward.

4. In the case of an already initialized standalone smart card (with an unlock
code), you must enter a PIN or unlock code.
When the initialization is complete, the Finish window is displayed.

ActivClient CAC User Guide 17
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Resetting a smart card

5. In the case where an unlock code is displayed, write it down in a secure
location and click Finish to close the window.

Note: If the smart card is already initialized, the PIN Initialization Tool will reformat
the card: all content present on the card (including private keys) will be
permanently deleted.

Resetting a smart card removes most of the information stored on your smart
card, including your digital certificates, your PIN code and any Activldentity
AAA or SecurelLogin SSO information. It only preserves the smart card pre-
loaded applets.

In order to reset the smart card, you need to know either the smart card’s PIN
or the unlock code.

To reset your smart card

1. Open ActivClient User console.

2. Insert your smart card (chip side up and chip first) into the smart card
reader.

3. Click Reset Card from the Tools menu.

4. When a confirmation message is displayed, click Yes.
The Reset Smart Card dialog box is displayed.

ActivClient CAC User Guide 18
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@ ActivClient - Reset Smart Card

Qj Ta reset the content of your smart card, enter your PIM or
wour Unlock Code.
PN |
O Unlock Code:
If... Action
You know the smart card PIN. Make sure the PIN is selected, type

your PIN in the box, and click OK.

You do not know the smart card 1. Select Unlock Code.

PIN and the smart card was 2. Type the unlock code that you
initialized with ActivClient in sa_ved after initialization, and
standalone mode. click OK.

For more information, see "Viewing
your unlock code" on page 21.

You do not know the smart card 1. Select Unlock Code.
PIN, and the smart card was 2. Call your IT administrator. You
initialized by your administrator. may be asked to give the

challenge Code displayed in the
Challenge Code box.

3. In the Unlock Code box, type
the unlock code that the
administrator gave you, and
click OK.

Note:  The “Reset” and “Re-initialization” procedures can also be done using the PIN
Initialization tool.

Changing you smart card PIN should be done regularly to ensure that you are
the only person accessing your smart card.

To access the PIN Change Tool

You can access the PIN Change tool by taking either one of the following
actions:
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Changing a smart card PIN

WARNING:

From ActivClient Agent icon’s right-click menu:

Select PIN Change Tool.
The PIN Change tool wizard is displayed.

From ActivClient User Console:

Select Change PIN from the Tools menu.
The PIN Change tool wizard is displayed.

_Or_

Select Change PIN from the Standard toolbar.
The PIN Change tool wizard is displayed.

From the Start menu:

Go to Programs, Activlidentity, ActivClient, and select PIN Change Tool.
The PIN Change tool wizard is displayed.

% ActivClient - PIN Change Tool

Flease tvpe wour current PIN and the new PIM wou want ko

Actividentity CEL

Activc’fent Enter your PIN: | | |

Enter Mew PIN:

Confirm Mew PIN:

ur new PIM must satisfy the Following conditions:

Must conkain at least 4 characters

o
a Must not exceed 25 charackers
a Must be correctly confirmed

proceed to the Next step.

Attempting to enter too many wrong PIN’s will lock your smart card! Make

lock your smart card inadvertently.

ActivClient CAC User Guide
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All conditions (green marks) must be filled and green checked before you can

sure you view your unlock code and write it down in a secure place before you
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Unlocking a smart card PIN

If you enter too many consecutive wrong PINs when trying to use your smart
card, your card is automatically locked. You must then unlock it before you
can use your smart card.

Make sure you know your unlock code! An unlock code helps you unlock your
smart card whenever it is locked.

Unlocking your smart card is necessary to access all of the information stored
on it.

Viewing your unlock code

You are probably in one of the three following cases:

If you initialized your smart card directly with ActivClient in standalone
mode, you are also responsible for the unlock code. You need to view your
unlock code in order to save it in a secure location. This unlock code helps
you unlock the smart card if you lock it by entering multiple incorrect
PINs.

If you received an already initialized smart card, your administrator is
responsible for your unlock code.

If your smart card was initialized with ActivClient in a Standalone / Mini
mode (see "Supported smart cards" on page 15), the smart card cannot be
unlocked. However, you can re-initialize your smart card with the PIN
Initialization Tool.

To view your unlock code

Prerequisites

ActivClient User Console is open.

Your smart card has been initialized with ActivClient in standalone mode.

1. Select View Unlock Code from the Tools menu.
The Display Smart Card Unlock Code dialog box is displayed.

2. Enter your PIN code when prompted.

3. Write down your unlock code and save it in a secure location. You need
this unlock code in case you lock your smart card in the future.
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*2 ActivClient - Display Smart Card Unlock Code E|

@ Your Unlock Code

Here is your unlock code. Write it down and store it in a
safe place.

In the future, if vou enter too many incorrect PIN's, your
card will lock, In this case, vou will need this unlock code to
use your card again,

Unlock Code: | 956A-EESE-ESS5-4D28 ‘

[Inever display the Unlock Code again

Cloze

Important: If you check the Never display the Unlock Code again check box, the Display
Smart Card Unlock Code dialog box will never display again. Consequently,
your Unlock Code will never display again!

Unlocking your smart card PIN

The information displayed in the Unlock your smart card dialog box is based
on your configuration.

To unlock a smart card initialized by
the administrator

When ActivClient detects that a smart card initialized by the administrator is
locked, the Unlock Smart Card PIN dialog box is displayed. You can then
retrieve a Challenge code.
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Unlocking a smart card PIN

1. Call your IT administrator and give the challenge code displayed in the

42 ActivClient - Unlock Smart Card PIN

y Your smart card PIN iz locked
Thiz happens when a series of incorect PIM attempts are made.

You cannot uge your smart card unbil it iz unlocked

il

— Challenge Code

Pleaze contact technical support and provide the challenge code
below:

Challenge Code:  |SEFC-8FA3-CRE2-6040

— Unlock Code

Pleaze enter the unlock code given ko pou by technical support below.

Urlack Code: ||

— Mew FIM

Pleaze choose new smart card FIM and enter it below.
Mew PIM: I Werify: I

—Your neww PIM musk satisfy the Following conditions;
Must contain at leask 6 characters

Must nok exceed 25 characters
Must niok be too simple (e, g. 1234)

Must be correctly confirmed

COC

[ Cancel

Challenge Code box.

Actividentity=

2. In the Unlock Code box, type the unlock code that the administrator gives

you.

3. In the New PIN box, type the new PIN.

4. In the Verify box, retype the new PIN, and click OK.

ActivClient CAC User Guide
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To unlock a smart card initialized with
ActivClient

When ActivClient detects that a smart card initialized with ActivClient is
locked, the Unlock Smart Card PIN dialog box asking for your Unlock Code
and a New PIN is displayed.

42 ActivClient - Unlock Smart Card PIN ed Bt
y Your smart card PIM 1z locked
Thiz happens wheh a zenies of incarrect PIMN attempts are made.
'ou cannot wze pour smart card until it iz unlocked

— Unlock Code
Pleaze enter the unlack cade aiven to vau by techhical support below.

Unlock Code: |9564-EERB-ES55-4028

— Mew PIM

Pleaze chooze new smart card PIM and enter it below.

M PIM: I““m“ erify: I“““““’1

—four new PIN must satisfy the following conditions:
L4 Muost contain &t leask 4 charackers

a Musk nok exceed 25 characters

a Must be carrectly canfirmed

k. I Cancel

1. Retrieve the unlock code that you saved when you initialized your smart
card.

2. In the Unlock Code box, type the unlock code that you retrieved.
3. In the New PIN box, type the new PIN.

4. In the Verify box, retype the new PIN, and click OK.

Note:  ActivClient can be configured so that the unlock screen is displayed as soon
as a locked smart card is inserted in the system.
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Viewing smart card information

To access the Unlock Smart Card PIN
dialog box

From ActivClient User Console:

Select Unlock Card from the Tools menu.
The Unlock Smart Card dialog box is displayed.

Insert a locked smart card into your smart card reader.
The Unlock Smart Card dialog box is displayed.

ActivClient User Console provides you with technical information about your
smart card such as:

User name
Smart card manufacturer name (when known)
Smart card type (when known)

Serial number

Smart card information is set by default and cannot be modified.

To access the Smart Card Info window

You can use different ways to access smart card information from ActivClient
User Console:

From the User Console tasks pane:

1. Insert your smart card.

2. Click on Smart Card Info.
The Smart Card Info window is displayed on the right pane.

-Or-

From the User Console right pane:

1. Insert your smart card.

2. Double-click the Smart Card Info icon.
The Smart Card Info window is displayed on the right pane.
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_Or_

«  From the User Console right pane:

1. Insert your smart card.
2. Right-click the Smart Card Info icon.

3. Select View smart card info.
The Smart Card Info window is displayed on the right pane.

I R -1 1=l

# » Tasks v X

testvall4's Smart Card - - Smart Card Info

=-39 ActivCard ActivCard USB
5 smart Card Info
[G cn Certificates

User Mame
=0 My Certificates
B testvall4's ID Manufacturer: | Gemalko
73 testvall4's ID
ActivIdentity USE Reader W3 Model: Cyberflex Access 64K V1 SM 2.1

Serial Number: | 4090-0029-0003-042F-4254

" Ready

Note:  Your user name is supplied by ActivClient from either one of the following
items:

- Your remote access (AAA) user name (if present on smart card)

- Windows login user name of your default certificate which is determined

by your smart card settings.

ActivClient CAC User Guide
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Chapter 4: Managing Digital
Certificates

This section discusses the following topics:

"Downloading a certificate with Microsoft Internet Explorer” on page 27.
"Downloading a certificate with Firefox" on page 28.

"Managing user and CA certificates"” on page 29.

"Selecting certificates for Windows PKI login" on page 35.

"Making certificates available to Windows" on page 37.

Note:  Some of the operations described in this chapter (such as importing/deleting
a certificate from your smart card) are only possible if the policy of your smart
card permits it.

You can use a PKI key pair (unique to you, generated directly on your smart
card) and an associated digital certificate (proving your identity inside your
organization) in order to use a variety of security services.

To download a certificate with
Microsoft Internet Explorer

Prerequisites

Microsoft CAPI support option has been installed during setup.

Your administrator provided you with a Web site URL to access your
organization's Certificate Authority. To download a smart card logon
certificate, your organization's Certificate Authority must be either one of
the following:

- Windows 2000 Certificate Authority

- Windows 2003 Certificate Authority

- A Certificate Authority trusted by your Active Directory.
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1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. From within Internet Explorer, go to your Certificate Authority’s Web site.

3. Navigate to the page where you can generate or download a certificate
(the steps to reach this page vary depending on the CA that you are
using).

4. When you are asked for the Cryptographic Service Provider (CSP), select
ActivClient Cryptographic Service Provider from the list of providers.

5. Follow the CAs instructions to generate or download a certificate.

When your smart card is full (that is, if there is not enough space for the
certificate that you are downloading), the ActivClient CSP overwrites the
default certificate with the new certificate. In this case, a message is
displayed that you are about to replace the existing credentials on the
card. Select Yes to overwrite the default certificate.

6. Verify that the key pair and associated certificate have been loaded on
your smart card using the ActivClient User Console (optional).

Note:  Once your certificate has been downloaded, Microsoft applications, such as
Internet Explorer and Outlook display the certificate name and information.
However, the private key associated with the certificate is not stored on the
personal computer; therefore, you still need the smart card in order to use the
certificate information.

You can use a PKI key pair (unique to you, generated directly on your smart
card) and an associated digital certificate (proving your identity inside your
organization) in order to use a variety of security services.

The following instructions also apply to Netscape and Mozilla.
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To download a certificate with Firefox

Prerequisites

A supported version of Firefox, Mozilla or Netscape is installed on your
computer.

Firefox, Mozilla and Netscape support has been installed during setup.
The ActivClient PKCS#11 library has been registered to Firefox, Mozilla or
Netscape. Refer to ActivClient Installation Guide for details.

Your administrator provided you with a Web site URL to access your
organization's Certificate Authority.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Use your Firefox browser to go to your Certificate Authority’s Web site.
3. Follow instructions for certificate request.
4. Enter your PIN when requested.

5. Verify that the key pair and associated certificate have been loaded on
your smart card using the ActivClient User Console (optional).

Once you have one or more certificates on your smart cart, ActivClient allows
you to view, import, export and delete them.

Viewing your certificate

You can view details of your certificates on your smart card using the
ActivClient User Console.
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To view a certificate

1. Open ActivClient User Console.
2. Do one of the following:

- From the tasks pane under My Certificate Tasks, click View My
Certificates.
An icon for each of your certificates is displayed.

- From the right pane, double-click the My Certificates icon.
An icon for each of your certificates is displayed.

3. Double-click the certificate that you want to view.

The Properties tab is displayed.

|{Erapeties [ advanced |

,.% Certificate

lssued to: |DAU|S.BH|AN.1DU34415|JU

Izsued by: |EN=E3 MAIL CAC.OU=PKLOU=DaoD.0=U.5. Govermme

V' alid Fror: |n4x1efznm ‘ - ‘ 041 7/2004

Purpose: |<-"—'\”>

|
|
|
Email: |brian@davis.com |
|
|

Friendly name: |Signature Certificate

=) A, private key that conmesponds to this certificate iz
_rr"j" available on your smart card.

Thiz certificate can be used for Windows Login.

4. To view advanced properties, click the Advanced tab.

Note: In the Advanced tab, you can copy a value to another application, use the
Copy command (CTRL + C) to move the selected text to the clipboard, and
then use the Paste command (CTRL + V) to add the value.
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Importing a user certificate

If you are already using your personal PKI key pair and certificates, you can
import them to your smart card as .pfx or .p12 file formats. This guarantees
that your private credentials are portable and more secure inside your smart
card.

To import a user certificate

Prerequisites

ActivClient User Console is installed.

A certificate is available as a PKCS#12 file on your workstation. To obtain
this file, export your certificate by using for example, the Microsoft
Internet Explorer Export function.

1. Open ActivClient User Console.
2. From the File menu, click Import.

3. Inthe File Browser dialog box, select the location and the file name for the
certificate that you want to import, and click Open.

If the certificate is password-protected, the Password Request dialog box
is displayed asking you to enter your password.

4. In the Password box, type the certificate password, and click OK.

5. When the confirmation message is displayed, click OK.

Importing a CA certificate

You can store the Certificate Authority's root certificate on your smart card.
This guarantees that the certificate chain is portable with your smart card,
and that you can use your own certificates from any ActivClient workstation.

To import a CA certificate

Prerequisites

ActivClient User Console is installed.
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A certificate is available as a .cer or .crt file on your workstation. To
obtain this file, export your CA certificate by using for example the
Microsoft Internet Explorer Export function.

1. Open ActivClient User Console.
2. From the File menu, click Import.

3. In the File Browser dialog box, select the location and the file name for the
certificate that you want to import, and click OK.

If the certificate is password protected, the Password Request dialog box
is displayed asking you to enter your password.

4. In the Password box, type the certificate password, and click OK.

5. When a confirmation message is displayed, click OK.

Exporting a certificate

Use the following procedure to send your certificate or CA certificate to
someone by exporting it from your smart card into a file.

Note: For security reasons, you cannot export the private key located in your smart

card. You can only export certificates from your smart card.

To export a certificate

Prerequisites

« ActivClient User Console is installed on your workstation.

« A certificate is available on your smart card.

1. Open ActivClient User Console.
2. Do either one of the following:

- Select View My Certificates or View CA Certificates from the Tasks
pane related section.
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An icon representing each of your certificates or CA certificates is
displayed.

- Double-click the My Certificates or CA Certificates icon from the right
pane.
An icon representing each of your certificates or CA certificates is
displayed.

3. Right-click the certificate you want to export.
A shortcut menu is displayed.

Wieww this certificate
5\/ Delete this certificate
@7 Export this certificate. .,
Make available

Set this as defaulk certificate

4. Select Export this certificate.
The Export Certificate dialog box is displayed.

5. Select the location and the file name for the exported certificate, and click
Save.
A confirmation message is displayed.

6. Click OK.

Deleting a certificate

If a certificate is obsolete (expired or revoked), you can delete it from your
smart card before you download a new certificate. Deleting a certificate
applies both to user certificates (in My Certificates folder) and to CA
certificates (in CA Certificates folder).

Important: Do not delete a certificate if you may need it to decrypt old documents or
messages
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To delete a certificate from your smart

card

Prerequisites

« ActivClient User Console is installed.

« A certificate is available on your smart card.

1. Open ActivClient User Console.

2. Do either one of the following:

Select View My Certificates or View CA Certificates from the Tasks
pane related section.
An icon representing each of your certificates is displayed.

-Or-

Double-click the My Certificates or CA Certificates icon from the right
pane.

An icon representing each of your certificate or CA certificates is
displayed.

3. Do either one of the following:

Right-click the certificate that you want to delete.
A shortcut menu is displayed.

Select Delete this certificate from the certificate’s right-click menu.
-Or-

Select one or several certificates in the right pane.

Select Delete these Certificates from My Certificate Tasks section in
the left pane.

_Or_

Select one or several certificates in the right pane.
Select the Delete red cross icon from the Standard toolbar.

A confirmation message is displayed asking you to confirm you want to

delete your certificate.

ActivClient CAC User Guide
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4. Click Yes to confirm.

Note:  You may not be able to delete some of your certificates depending of your
smart card configuration.

If your smart card contains two or more certificates configured for Windows
PKI logon (i.e. with specific attributes needed for Windows Logon), you can
select which certificate to use for the Windows logon process using
ActivClient User Console. With Windows Vista, there is no need to select any
certificate to use with ActivClient User Console. Windows Vista lets you select
which PKI login certificate to use at the time you log on.

To select a certificate for Windows PKI
login

Prerequisite

You have a Windows login compatible certificate available on your smart card.
For more information, see "Downloading a certificate with Microsoft Internet
Explorer" on page 27.

1. Open the ActivClient User Console.
2. Take one of the following actions to display your certificates:

- Select View My Certificates from the Tasks pane related section.
An icon representing each of your certificates is displayed.

- Double-click the My Certificates icon from the right pane.
An icon representing each of your certificates is displayed.

- Click on View My Certificates from the My Certificate Tasks section in
the Tasks pane.
An icon for each of your certificate is displayed.

3. Select the certificate you want to use for Windows PKI login.
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4. Select Set this as default certificate from:

- the certificate right-click menu
- the My Certificate Tasks section in the Tasks pane.

The certificate icon is updated with a green check mark % .

Note: If you do not need to set a default logon certificate, then clear the check mark
in front of Set this as default certificate.

To unselect a login certificate

Prerequisites
One of your certificates has been set as default.

When you do not need to set your login certificate as default, follow these
steps:

1. Open ActivClient User Console.
2. Take one of the following actions to display your certificates:

- Click View My Certificates from the My Certificate Tasks section in the
Tasks pane.
An icon for each of your certificate is displayed.

- Double-click the My Certificates icon located in the right pane.
An icon for each of your certificate is displayed.

- Click on View My Certificates from the My Certificate Tasks section in
the Tasks pane.
An icon for each of your certificate is displayed.

3. Right-click the certificate set as default (easily recognized by a green
check mark).

4. Select Set this as default certificate to invalidate the check mark.

The certificate icon is updated and the green check mark disappears 9 .
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To temporarily disable the default
certificate automatic selection

Note:

If your smart card contains several certificates, and if one of them is
configured for the Windows PKI login, ActivClient automatically selects this
certificate for the Windows PKI login operation (if several such certificates are
present, ActivClient will automatically select the first one). However, you may
want to temporarily disable this automatic selection.

Select Temporarily disable the default certificate automatic selection from the
My Certificate Tasks section in the Tasks pane of the User Console. This
implies that Windows PKI login and workstation PKI unlock are no longer
possible except on Windows Vista. This selection will remain active until next
time your remove your smart card.

To enable this feature again

Select Enable the default certificate automatic selection from the My
Certificate Tasks section in the Tasks pane of the User Console.

Before you can use the certificates on your smart card, you must make them
available to Windows-based applications (for example, Microsoft Internet
Explorer, Outlook, and Windows login).

By default, ActivClient automatically registers all certificates on your smart
card to make them automatically available to your desktop applications when
you insert your smart card. No further action is required.

You need to make the certificates available to Windows manually when your
administrator has configured ActivClient so that certificates are not
automatically registered at card insertion. For information on configuration,
refer to the ActivClient Customization and Deployment Guide.
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To make certificates available to
Windows

This operation is needed only once, the first time you use a new smart card on
a new workstation.

1. Open ActivClient User Console.

2. Go to Advanced from the Tools menu, and select Make Certificates
Available to Windows.

-Or-
Select Make available from your certificate right-click menu.

A message appears, informing you that the certificates have been made
available for use with most desktop applications.
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Access and OTP

This section discusses the following topics:

"Synchronizing smart cards" on page 39.

"Configuring a remote access user name" on page 40.

If you are unable to authenticate using one-time passwords, contact your help
desk to diagnose the problem. Your help desk may determine that your smart
card is out of sync with the authentication server. In this case, perform the
following steps in order to solve the problem.

To synchronize your smart card

Prerequisites

Your smart card is initialized to use one-time passwords.

One-Time Password Services option has been installed during setup.

1. Open ActivClient User Console.
2. Take one of the following actions to select a server to authenticate to:

- From the Tasks pane, under One-Time Password Tasks, click View
one-time password.
An icon for each authentication server is displayed (usually only one
server is available, hence only one icon is displayed) in the right pane.

-Or-
- From the right pane, double-click the One-Time Password icon.
An icon for each authentication server is displayed (usually only one

server is available, hence only one icon is displayed) in the right pane.

3. Take either one of the following action to start the synchronization:

- From the right-pane, right-click the One-Time Password icon and
select Synchronize one-time password.
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_Or_
From the Tasks pane, under One-Time Password Tasks, click

Synchronize one-time password.
The Synchronize One-Time Password dialog box is displayed.

4. Provide the Clock and Counter values to your help desk.
Your help desk will synchronize or re-synchronize your device on the

authentication server.

A

WQ? Synchronize One-Time Password
=

o

If pow are unable to authenticate uzing vour one-time password, pour smart card
may hot be synchronized.

Contact pour IT administrator and provide the clock and counter information dizplaped
bl

Counter: |45|2EI

Clock: |k

Cloze

If you want to use your smart card for remote access with one-time password,
the smart card must also contain the user name used to logon to the remote
service. Depending on your configuration, you may need to define or update

the user name.

ActivClient CAC User Guide
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@ ActivClient [johndoe’s Smart Card] |Z]@[z|

: Fle Edit Wew Tools Help

QR AN P E-

» Tasks

One-Time Password Tasks - %‘( Configure One-Time Password

‘;rg Generate one-tirme Qasswig =
37 Synchronize one-time passtmird Define the username that you want ko use for automatic login to

applications with a one-time password,

4

User Mame: | johndos

Help Tasks -
@ Get help an using this software
E:} Troubleshoot & problem

[ ()8 ] [ Cancel

-

To configure your remote access user
nhame

Prerequisites

«  Your smart card is initialized to use one-time passwords.

«  The One-time Passwords Services option has been installed during setup.

1. Open ActivClient User Console.
2. Take one of the following actions:

- From the Tasks pane, under One-Time Password Tasks, click View
one-time password.
An icon for each authentication server is displayed (usually only one
server is available, hence only one icon is displayed) in the right pane.

_Or_
- From the right pane, double-click the One-Time Passwords icon.

An icon for each authentication server is displayed (usually only one
server is available, hence only one icon is displayed) in the right pane.
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3. Select the server to which you want to authenticate.

4. Take one the following actions to configure your remote access user
name:

- Right-click the server and select Configure one-time password.
The Configure One-Time Password dialog box is displayed.

_Or_
- From the Tasks pane, under One-Time Password Tasks, click on
Configure one-time password.

The Configure One-Time Password dialog box is displayed.

5. Enter your name in the User Name box and click OK.
Your remote access user name is configured.

ActivClient CAC User Guide
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Chapter 6: Using and
managing ActivClient

This section discusses the following topics:

"Viewing ActivClient system information" on page 43.
"Troubleshooting ActivClient" on page 44.

"Performing advanced diagnostics” on page 46.

"Using the Forget state for all cards option” on page 49.
"Using log system activity" on page 50.

"Configuring ActivClient" on page 51.

"Auto-Update service" on page 53

To help troubleshoot ActivClient issues, your help desk may ask you to
provide system information about your ActivClient installation.

The About ActivClient window displays information such as:

ActivClient edition and version number
Build Number
Copyright information

Information about your system, such as Windows version and Web
browser version

Credits information (click on the Credits button)

To view ActivClient system information

From ActivClient User Console:

Select About ActivClient fromthe Help menu.
The About ActivClient window is displayed.

-Or-

From ActivClient Agent icon’s right-click menu:
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Select About from the ActivClient Agent icon’s right-click menu.
The About ActivClient window is displayed.

About ActivClient

X

Actividentity

ActivClient

ActivClient 6.1 x86 a

Buid E6.07.00014

Copyright € 1998-2007 Actividentity [Al rights reserved)

Information about your spstem:

~wINDOWS YERSION - ~
Flatfarm Info = Microzoft® Windows =P[Th) Professional E
Major Wersion =5

Minar Yersion = 1

Build Mumber = 2600

Service Pack = Service Pack 2

Hot Fixes = KBE73339; KB285835; KBB85S36; KBBSE185;

- LIBRARY YERSION -

CSP Library:
Mame: accsp.dl

< *

The Troubleshooting Wizard:

Helps resolve issues you may encounter while using a smart card with
ActivClient.

Analyzes your system.

Diagnoses problems.

Displays the results in the Diagnosis And Resolutions window.

Provides instructions on how to correct problems!

To use the Troubleshooting Wizard

1. Click Next on the Welcome screen.
2. Read instructions to proceed.

3. Enter your PIN and click Next.

If you omit entering your PIN, the Diagnosis and Resolutions report will not
proceed with PIN related operations such as:

Test encrypt and decrypt.
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- Digital signature.

- Web authentication.

4. If problems are detected, the Problems found page is displayed. Click
Next.

5. Follow the instructions displayed in the Diagnosis and Resolutions page
and click Finish.

L3 ActivClient - Troubleshooting Wizard

Diagnosis And Resolutions

The wizard has detected the following readers: ~
ActivCard ActivCard USE Reader V20
Actividentity USE Reader W30

Vour reader iz working commectly,
The card iz comectly inserted.

The Troublashooting *Wizard has detected zome SKI slots to generate dynamic passwords.
1 zlats are nat intislized,

The Troubleshooting wizard has detected & PEI zlots to store private keys and digital
cetificates.

Slot 1 containg a private key and a digital certificate.

Slot 2 containg a private kep and a digital certificate.

Slot 3; containg no private key nor digital certificate.

Slat &: containg no private key nor digital certificate.

Slot B containg no private key nor digital certificate.

Slat B: containg no private key nor digital certificate.

b

To access the Troubleshooting Wizard

«  From the ActivClient User Console Standard toolbar:

Select Run Troubleshoot Wizard.
The Troubleshooting wizard is displayed.

_Or_

«  From the ActivClient User Console Help menu:

Select Troubleshoot.
The Troubleshooting wizard is displayed.

_Or_

«  From the ActivClient User Console Help Tasks section:
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Select Troubleshoot a problem.
The Troubleshooting wizard is displayed.

_Or_

From the Start menu:

Go to: Programs, Actividentity, ActivClient and select Troubleshooting.
The Troubleshooting wizard is displayed.

The Advanced Diagnostics tool:

Helps administrators perform a thorough examination of your
environment.

Provides information synthesized in one single report which you can send
to your help desk.

The generated report is displayed in eight different views which you can
access by clicking on corresponding tabs:

+  Windows

«  Browsers

« PC/SC

+ Readers

+  Smart Card
Configuration
Installation
Health Check
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% pctivClient - Advanced Diagnostics

Actividentity

ActivClient®

= Advanced Diagnostic:

Windows

Browsers - Scanning reader AckiviCard AckiviCard USE Feader Wz 0 L
PC/SC :

Feaders Card inserted = YES

= = Card ATR. = 3b 65 00 00 2905 01 02 01 {Cyberflex Access 64k W1 M 2.1)
Smart Card Card Identifier Type= CUID

ActivClient Configuration Card Identifier Yalue= 4090 00 29 00 03 04 2f 42 5a

ActivClient Installation Card State = OK

Fin checked = YES

Pin tries left = Mia

Card Profile UID = 20 10 00 00 00 00 00 00 00 00 00 ob
Card Data Model = C5 Profile 1

Data Model Id = MfA

ActivClient Health Check,

Card Manager:
Applet ID = a0 00 00 00 03 00 00

4 >

Diaghoze ] [ Save ] [ Copy ] [ Ermnail ] [ Pritt

To use the Advanced Diagnostics
wizard

To generate a report

1. Make sure you inserted a smart card.

2. Click on the Diagnose button.

A single report is generated and stored in a log file which you can send to

your help desk.

To display your report

Click on one of the eight views you wish to display.
To save your report

Click on the Save button.
All your report's views are saved in one single log file.
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To copy part of your report

Select a view and click Copy.
The content of the view you selected is copied and can now be pasted to the
location of your choice.

To email your report

Click on the Email button.

Your report is saved in one single log file while your email programs opens.
The log file is attached to the new mail message. You can finish writing your
mail and send it to support.

To print your report

Click on the Print button.
Your entire report including all eight views is automatically sent to your
printer.

Important: Printing your report may imply printing hundreds of pages at the same time. If
you want to print part of your report, save it as a log file first and select only
the part you wish to print!

Note:  Your administrator may have pre-configured the email address to send the
report to. This setting, along with other ActivClient configuration options, is
available in the Advanced Configuration Manager. For more information, you
can refer to the section about product customization in the ActivClient
Customization and Deployment Guide (included in the ActivClient Resource
Kit).

To access the Advanced Diagnostics
wizard

To access the Advanced Diagnostics wizard, you can either take one of the
following actions:

From the ActivClient Agent’s right-click menu:

Select Advanced Diagnostics.
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Using the Forget state for all cards option

The Advanced Diagnostics wizard is displayed.

«  From the ActivClient User Console Standard toolbar:

Select Advanced Diagnostics.
The Advanced Diagnostics wizard is displayed.

_Or_

«  From the ActivClient User Console Help menu:

Select Diagnose.
The Advanced Diagnostics wizard is displayed.

_Or_

«  From the Start menu:
Go to: Programs, Activldentity and select Advanced Diagnostics.
The Advanced Diagnostics wizard is displayed.

To optimize performance, ActivClient stores some smart card information o
the workstation; this is limited to smart card configuration data (such as
smart card profile) and excludes any user credentials such as user names,
passwords, keys or digital certificates.

In most environments, ActivClient will refresh this information as needed
when your smart card content is updated. In some cases, for trying to solve

n

potential problems, your technical support may suggest to "tell" ActivClient to

"forget" any smart card information it may have saved.

To forget state for all cards

1. Open ActivClient User Console.
2. Go to the Tools menu.

3. Select Advanced then, Forget state for all cards.

The information stored on your workstation about card configuration is reset.

ActivClient CAC User Guide

49



CHAPTER 6: USING AND MANAGING ACTIVCLIENT = 28 1m
Using log system activity ﬁﬂﬁﬁdﬂntﬁy

Log files contains detailed information for every action performed by
ActivClient. The information contained in these files may be useful for your
technical support when trying to solve problems.

ActivClient allows you to configure log files without having necessarily
administrator rights. You can configure log system activity from either:

ActivClient User Console.

Advanced Configuration Manager window (reserved for system
administrators, refer to ActivClient Resource Kit for details on product
customization).

Note: In order to guarantee privacy and security, no private key nor any confidential
information are recorded in the ActivClient log files.

To turn on/off log system activity

Turn off logging system activity in normal use cases.

Turn on logging system activity only when required by your system
administrator or help desk.

Important:  After log file creation, Actividentity recommends disabling log system activity!

To activate log files from ActivClient
User Console

The following procedure is a quick way to configure log system activity.
You may want to access more options by going to the Logging section of the
Advanced Configuration Manager.

1. Open ActivClient User Console.
1. Go to the Tools menu.

2. Select Advanced, Log File Options.
The Log File Options dialog box is displayed.
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% ActivClient Log File Options |

@ Log File Options

O Record events in log files

Log File M ame; I Browss, |

Max Log File Size (in MB]: |1

ak I Cancel

3. Check the Record events in log files option.
4. Type a name in the Log File Name box.
5. Type a size for the log file in the Max Log File Size (in MB) box.

6. Click OK.

Only local administrators can configure ActivClient. Administrators can select
specific security policies, such as “smart card removal behavior”. For example,
when users remove their smart card from the smart card reader, the
workstation behaves either way depending of pre-set configuration:

«  Lock workstation
+ Log off session

« No action
Configuring ActivClient is done in the Advanced Configuration Manager. For

more specific information, you can refer to the section on product
customization in the ActivClient Customization and Deployment Guide.

ActivClient CAC User Guide 51



CHAPTER 6: USING AND MANAGING ACTIVCLIENT

Configuring ActivClient

@ ictivClient - Advanced Configuration Manager.

ﬂcrr'\-'ideonfiry

ActivClient®

Actividentity=

= Advanced Configuration
Card Remaoval Behavior
Outlock Enhancements
Certificate Availability
FIM tanagement
Motifications kanagement
FIM Caching Service
Login wWindow
Uszer Conzole
ActivClient Agent [System Tray lcon)
Advanced Diagnostics
Logging
Terminal Services
Performance Optimizations
Smart Card
Devices

Froperty

o

HEEHEREHEEHEEHEAEH

Card Removal Behavior
Behavior when the card is removed
Outlook Enhancements
Certificate Availability

PIMN Management
Motifications Management
PIM Caching Service

Login Window

User Console

ActivClient Agent [System Tray lcon]
Advanced Diagnostics
Logging

Terminal Services
Performance Optimizations
Smart Card

Devices

Card Removal Behavior

Walue

lock screen

] [ Cancel

For information on the settings and their values, read the description
displayed at the bottom of the window each time you select an option.

To access the Advanced Configuration

Manag

er

You can access the Advanced Configuration Manager by taking one of the

following actions:

From the ActivClient Agent’s right-click menu:

Select Advanced Configuration Manager.
The Advanced Configuration Manager window is displayed.

-Or-

From the ActivClient User Console’s Tools menu:

Select Advanced then, Configuration.

The Advanced Configuration Manager window is displayed.

-Or-

ActivClient CAC User Guide
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From the Start Menu:

Go to Programs, Activldentity and select Advanced Configuration Manager.
The Advanced Configuration Manager window is displayed.

This feature is enabled only if the Auto-Update feature is installed.
ActivClient can be configured so that software updates are automatically
downloaded and installed on your workstation.
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Chapter 7: Using Digital
Certificates

This section discusses the following topics:

"Logging on to Windows with a certificate" on page 54.
"Locking your workstation on smart card removal" on page 55.
"Using Windows Dial-Up/VPN for remote access" on page 56.
"Using a non-Microsoft VPN for remote access" on page 57.
"Accessing a secure Web site" on page 58.

"Sending/Receiving signed and encrypted email messages with Microsoft
Outlook" on page 60.

"Sending/Receiving signed/encrypted mails with Netscape or
Thunderbird" on page 64.

"Encrypting/Decrypting files with EFS" on page 67.

You can use a smart card certificate to securely log on to Windows.

To log on to Windows with a certificate

Prerequisites

Your smart card is configured with a certificate for Windows PKI login.

Your workstation is configured for PKI login: the workstation must be
attached to a domain, a root certificate must be available and a CRL server
accessible.

The Microsoft CAPI support option has been installed during setup.

1. Start your workstation.
The Welcome to Windows screen is displayed.

2. Insert your smart card (chip side up and chip first) into the smart card
reader.
A Log On window relevant to your operating system is displayed.
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| Switch User |

3. For Windows Vista, select a certificate among the smart card certificates
compatible with Windows login.

4. Enter your PIN in the PIN box and click OK.
After a few moments, you are logged on and your desktop is displayed.

To increase the security of your computer and its contents, lock up your
computer when you are away from it and keep your smart card safely in a
separate place or on your person.

Note:  Your administrator may have changed the Card Removal Behavior property.
For more information on customization, refer to the ActivClient
Customization and Deployment Guide.
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Using Windows Dial-Up/VPN for remote access

To lock your workstation

Prerequisites

ActivClient is configured for “workstation locking on smart card removal”
(default setting).

You used your smart card to log in to your workstation.

Remove your smart card from the smart card reader.
Your workstation is now locked.

You can use your smart card-based digital certificate for secure remote
access inside a Microsoft Windows environment.

To use Windows Dial-Up/VPN for
remote access
Prerequisites

Your smart card contains a certificate configured for Windows PKI login.

You configured a Dial-Up or VPN connection on your workstation with the
Windows Network Connection Wizard and selected the Use my smart card
option.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. From the Start menu, go to Settings, and select Network Connections.
The Network Connections dialog box is displayed.

3. Choose your remote connection (Dial-Up or VPN).
The Connect Virtual Private Connection dialog box is displayed.
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Connect Yirtual Private Connection

Connechion Luzer name;

|user@|:|:urp.|:-:nm

Smart card PIM:

] | Cancel

4. Enter your PIN in the Smart card PIN box and click OK.
Once authentication is successful, the Dial-Up or VPN session is
established.

You can use your smart card-based digital certificate for authentication with
several VPN products.

To use a non-Microsoft VPN for remote
access

Prerequisites

You can access a VPN product supported by ActivClient. For the complete
list, refer to ActivClient CAC Overview.

Your smart card contains a certificate configured for VPN login.

You have configured your VPN to use an ActivClient-based digital
certificate. Depending on the VPN products, you may need to select the
cryptographic library (select the ActivClient Cryptographic Service
Provider) and the certificate for the VPN authentication. For more
information, refer to your VPN documentation.
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Accessing a secure Web site

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Start your VPN connection.

3. When prompted, type your smart card PIN, and click OK.
When you are authenticated, the VPN session is established.

Access a secure Web site with Internet
Explorer

You can use your smart card-based digital certificate to access a Web site
protected by SSL v3 or TLS for strong user authentication.

To access a secure Web site with
Internet Explorer

Prerequisites

Your smart card contains a certificate configured for authentication to this
Web site.

The Microsoft CAPI support option has been selected during setup.

1. Insert your smart card into the smart card reader.

2. Access the secure Web site or page using Microsoft Internet Explorer.
The Choose a digital certificate dialog box is displayed.
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Accessing a secure Web site

Choose a digital certificate

Identification

The Web site you want to view requests
' identification. Please choose a certificate.

Issuer
CAaS4
CAB4
CAS4

[ More Infa.., ] [ViewCertiFicate...]

[ Ok H Cancel ]

3. From the certificate list stored on your smart card, select the appropriate
ActivClient certificate, and click OK.

4. Enter your PIN in the Smart card PIN box and click OK.
The browser sends your certificate and a digital signature to the Web
server. The Web server verifies your signature and grants access to the
secured site or page.

Access a secure Web site with Netscape,
Mozilla and Firefox

You can use your smart card-based digital certificate to access a Web site
protected by SSL v3 for strong user authentication.

To access a secure Web site with
Netscape, Mozilla or Firefox

Prerequisites

Netscape, Mozilla or Firefox is installed on you computer.

Your smart card contains a certificate configured for authentication to this
Web site.

The ActivClient PKCS#11 library has been registered to Firefox, Mozilla or
Netscape. Refer to ActivClient Installation Guide for details.
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Sending/Receiving signed and encrypted email messages with Microsoft Outlook

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Start your browser from your desktop.

3. Access the secure Web site or page.

4. Enter your PIN.
Your browser sends your certificate and a digital signature to the Web
server. The Web server verifies your signature and grants access to the
secured site or page.

Sending/Receiving signed email
messages

A digital signature is a combination of your private key and a message. It
authenticates you as the message sender and verifies the integrity of the
message. With ActivClient, the digital signature is performed directly on your
smart card.

To send signed email messages

Prerequisites

Microsoft Outlook is installed on your workstation.

The Microsoft CAPI support option (from the Digital Certificates Services
option) has been installed during setup.

A certificate with email signature capabilities is available on your smart
card.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Create the email message.
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3. Do one of the following:

. Click on the Digitally Sign Message icon #1 from the Outlook toolbar.

_Or_

- If the icon does not appear on the toolbar:

ActivClient CAC User Guide

Actividentity=

Click Options on the View menu (or the Options icon on the toolbar).

The Message Options dialog box is displayed.

Message Options

Message settings Securiky

Yoting and Tracking options

Change security settings for this message.

| Security Settins. 5

X

[use vating bukkons: |

[(Irequest a delivery receipt For this message

[CIrequest a read receipt For this message

Delivery options

[ Select Mames. .. ]

@ |:| Have replies sent kot |

Save sent message ko: |Sent Items

[

Browse, ., ]

[po not deliver befare: | orie

[l Expires after: | ol

Default v

Attachment Format:
Encoding: | Auto-Select w |
1
Contacks,.. | |
Categaries. .. ! !

Close

Click Security Settings.

The Security Properties dialog box is displayed.
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Security Properties [z]

|:| Encrypt message contents and attachments

[]add digital signature ko this message

Securiby Settings

Security setking:

{{.ﬁ.utumatic} V_| [Change Setkings...

Security Label

[ Ok l [ Cancel

Select the Add digital signature to this message check box and click
OK.

- Close the Message Options dialog box.

4. Complete and send the email message.

To receive signed email messages

If you receive a digitally signed email message, you can use your email client
to validate the sender's identity. Click the signed message that you want to

read. If the sender is successfully authenticated, the message appears with a
secure message icon.
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Actividentity®

Sending/Receiving encrypted email
messages

Encrypting an email message guarantees that only the proper recipient can
open and read the message and its attachments. Email encryption is based on

the public key infrastructure.

Decrypting an encrypted email message is performed directly on your smart

card for increased security.

To send encrypted email messages

Prerequisites

Microsoft Outlook is installed on your workstation.

You have access to the certificate of the person to whom you want to send
an encrypted email message.

1. Create the email message.

2. Do one of the following:

On the Outlook toolbar, click the Encrypt Message Contents and
Attachments icon @ .

_Or_

If the icon does not appear on the toolbar:

Click Options on the View menu (or the Options icon on the toolbar).
The Message Options dialog box is displayed.

Select Security Settings.
The Security Properties dialog box is displayed.

Select the Encrypt message contents and attachments check box and
click OK.

Close the Messages Options dialog box.

3. Complete and send the email message.

To receive encrypted email messages

Prerequisites

Microsoft Outlook is installed on your workstation.
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Sending/Receiving signed/encrypted mails with Netscape or Thunderbird

A certificate with email encryption capabilities is available on your smart
card.

The Microsoft CAPI support option has been installed during setup.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Click the encrypted message you want to read.

3. Enter your PIN.
The email message and attachments are displayed along with the secure
message icon informing you of the encryption status.

Sending/Receiving signed email
messages

A digital signature is a combination of your private key and a message. It
authenticates you as the message sender and verifies the integrity of the
message. With ActivClient, the digital signature is performed directly on your
smart card.

To send signed email messages

Prerequisites

Netscape Messenger or Thunderbird is installed on you computer.

A certificate with email signature capabilities is available on your smart
card.

The ActivClient PKCS#1 1library has been registered to Thunderbird or
Netscape. Refer to ActivClient Installation Guide for details.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Start your email client.
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Sending/Receiving signed/encrypted mails with Netscape or Thunderbird

3.

4.

®

Open the Mail&Newsgroups window.
Click Compose.

Compose your mail and go to Security (on the top toolbar of your mail)
and select Digitally Sign this message and encrypt.

Click Send.
Enter your PIN.

Verify the sent email has been signed.

To receive signed email messages

1.

Insert your smart card (chip side up and chip first) into the smart card
reader.

Start your email client.
Open the Mail&Newsgroups window.

Click on the signed message you want to read in your inbox. If the sender
is successfully authenticated, the message appears with a secure message
icon.

Sending/Receiving encrypted email
messages

Encrypting an email message guarantees that only the proper recipient can

open and read the message and its attachments. Email encryption is based on

the public key infrastructure.

Decrypting an encrypted email message is performed directly on your smart

card for increased security.

To send encrypted email messages

Prerequisites

Netscape Messenger or Thunderbird is installed on you workstation.
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Sending/Receiving signed/encrypted mails with Netscape or Thunderbird

The ActivClient PKCS#1 1library has been registered to Thunderbird or
Netscape. Refer to ActivClient Installation Guide for details.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Start your email client.

3. Open the Mail&Newsgroups window.

4. Open a signed email (sent from computer).
5. Click Reply.

6. Compose your mail.

7. Go to Security (on top of the email toolbar) and select Encrypt this
message.

8. Encrypt your mail.
9. Click Send.
10. Enter your PIN.

11. Look in your inbox for the sent email and verify if it is encrypted.

To receive encrypted email messages

Prerequisites

Netscape Messenger or Thunderbird is installed on your workstation.

A certificate with email signature capabilities is available on your smart
card.

The ActivClient PKCS#1 1library has been registered to Thunderbird or
Netscape. Refer to ActivClient Installation Guide for details.

1. Insert your smart card (chip side up and chip first) into the smart card
reader.

2. Start your email client.
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3. Open the Mail&Newsgroups window.
4. Select the encrypted email
5. Enter your PIN when prompted.

6. Read the encrypted mail in clear text.

Windows Vista allows Encryption File System (EFS) to use smart card
certificates for files and folder encryption. Depending on your smart card
content and your platform configuration you can seamlessly encrypt and
decrypt files.

Configuring your workstation for EFS

In order to encrypt and decrypt files on your workstation, depending on your
platform configuration, you may need to configure EFS during your fist file
encryption.

To configure your workstation for EFS
with your smart card encryption
certificate

Prerequisites

Your Operating System is Windows Vista.

Your platform is configured for EFS.

1. Start Microsoft Explorer.
2. Insert your smart card.
3. Select the file or folder to encrypt.

4. Update your file or folder properties to enable encryption (via the
Advanced button and the Encrypt contents to secure data option).
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5. When prompted to choose an existing encryption certificate or create a
new one on your smart card, choose to select an existing encryption
certificate.

6. Select your smart card EFS certificate in the certificate list.

7. Enter your smart card PIN and click OK.
The selected certificate will be used for all file encryption and decryption
operations. The selected file or folder is encrypted and appears in green in
Microsoft Explorer.

To configure your workstation for EFS
and generate a smart card encryption
certificate

Prerequisites

Your Operating System is Windows Vista.

Your platform is configured for EFS.

1. Start Microsoft Explorer.
2. Insert your smart card.
3. Select the file or folder to encrypt.

4. Update your file or folder properties to enable encryption (via the
Advanced button and the Encrypt contents to secure data option).

5. When prompted to choose an existing encryption certificate or create a
new one on your smart card, choose to create a new encryption certificate.

6. Choose to create either a smart card self-signed certificate or a certificate
issued by your domain‘s certification authority.

7. Enter your smart card PIN and click OK.
The new certificate will be used for all file encryption and decryption
operations.The selected file or folder is encrypted and appears in green in
Microsoft Explorer.
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Encrypting/Decrypting files or folders
with EFS

To encrypt a file or folder with EFS

Prerequisites

Your Operating System is Windows Vista.
Your platform is configured for EFS.
Your platform is configured to require the use of a smart card for EFS.

Your smart card contains a certificate configured for EFS.

1. Start Microsoft Explorer.
2. Insert your smart card.
3. Select the file or the folder to encrypt.

4. Update your file or folder properties to enable encryption (via the
Advanced button and the Encrypt contents to secure data option).

5. Enter your smart card PIN and click OK.
The file or the folder is then encrypted and appears in green in Microsoft
Explorer.

To decrypt a file or folder with EFS

Prerequisites

Your Operating System is Windows Vista.
Your platform is configured for EFS.
Your platform is configured to require the use of a smart card for EFS.

Your smart card contains a certificate configured for EFS.

1. Start Microsoft Explorer.

2. Insert your smart card.
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3. Open the file or the folder to decrypt.
A window is displayed at the lower right corner of your desktop asking for
your smart card PIN.

x

i ? Encrypting File System needs your smart card PIN
You are encrypting a file or trying to access an encrypted file using a

th smart card, Click to enter your smart card PIM,

4. Click on the displayed link.

5. Enter your smart card PIN and click OK.
The file is opened in clear text.

Updating EFS Certificate and re-
encrypting files

If you have already encrypted some files with a certificate and if you want to
update the encryption certificate (e.g. it expired), Windows allows you to re-
encrypt encrypted files with your new encryption certificate.

To re-encrypt files and folders with a
new EFS certificate

Prerequisites

Your Operating System is Windows Vista.
Your platform is configured to allow EFS.
Your platform is configured to require smart card for EFS.

You have the smart card containing the EFS certificate currently
configured for EFS on this platform.

You have files encrypted with your current EFS certificate.
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1. Select User Accounts in Control Panel.
2. Select User Accounts.

3. Select Manage your file encryption certificates from the left pane.
The Manage your file encryption certificates wizard is displayed.

4. When prompted to select an existing encryption certificate or create a new
one on your smart card, choose to create a new certificate.

5. Choose to create either a smart card self-signed certificate or a certificate
issued by your domain‘s certification authority.

6. Insert your smart card.
Note: The old EFS certificate and the new one will co-exist on the same card.
7. Click Next.

8. Back up your key (optional) and click Next.
A tree representing your file system is displayed.

9. Select the folders to re-encrypt. Make sure all folders containing your
encrypted files are selected.

10. Enter your smart card PIN and click OK.
The wizard completes successfully.

To re-encrypt files and folders with an
EFS certificate already on your smart
card

If you have already encrypted some files with a certificate and if you have
updated the encryption certificate (e.g. it expired), Windows allows you to re-
encrypt your encrypted files with your new encryption certificate.

Prerequisites

Your Operating System is Windows Vista.
Your platform is configured to allow EFS.

Your platform is configured to require the use of a smart card for EFS.
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You have a smart card containing an EFS certificate currently configured
for EFS on this platform.

You have a smart card containing a new certificate.

You have files encrypted with your current EFS certificate.

1. Select User Accounts in Control Panel.

2. Select User Accounts.

3. Select Manage your file encryption certificates from the left pane.
The Manage your file encryption certificates wizard is displayed.

4. When prompted to select an existing encryption certificate or create a new
one on your smart card, choose to select an existing encryption
certificate.

5. Select your new smart card EFS certificate from the certificate list.
A tree representing your file system is displayed.

6. Select the folders to re-encrypt. Make sure all the folders containing your
encrypted files are selected.

7. Enter your PIN whenever you are prompted to do it.
The wizard completes successfully.

Recovering encrypted files

When you loose or damage your smart card, you need to recover your
encrypted files content.

To recover encrypted files

Prerequisites

«  Your Operating System is Windows Vista.
«  Your platform is configured to allow EFS.
«  Your platform is configured to require smart card for EFS.

« You have backed up your EFS certificate in a certificate file in a secure
location.
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You have a new smart card.

You have files encrypted with your lost or damaged EFS certificate smart
card.

1. Import the backup EFS certificate in your new smart card with ActivClient
User Console.

2. In Microsoft Explorer, select any of the encrypted file you need to recover.
3. When prompted, insert your new EFS certificate smart card.

4. Enter your smart card PIN and click OK.
You can access your file in clear text.

Note: Depending on your configuration, a recovery agent may be configured to help
you recover your data. For more information on files and folders recovery,
refer to Microsoft Windows Help on your Windows Vista workstation.
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Chapter 8: Using Remote
Access/OTP

This section discusses the following topics:

"Getting a one-time password automatically" on page 74

"Getting a one-time password manually" on page 75

ActivClient provides an automatic way to log on to some remote access
applications using one-time passwords.
The Get One-Time Password (OTP) option:

Generates the OTP in a synchronous mode

Displays the OTP in a notification window (a tool tip is displayed on the
workstation’s taskbar)

Automatically copies the OTP to the clipboard so it is ready to be pasted
into any application.

To get a one-time password
automatically

Prerequisites
ActivClient Agent has been installed.

One-Time Password Services option has been installed during setup.

Your smart card is initialized to use one-time passwords.

1. Right click on ActivClient Agent.

2. Select Get One-Time Password.
The ActivClient notification window is displayed, showing the one-time
password generated on your smart card.

3. Place your cursor in the password box of the application you want to
authenticate to.
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Getting a one-time password manually

4. Select Paste (or press Ctrl + V).
The one-time password generated by ActivClient is pasted into the
application of your choice.

ActivClient also provides a manual way to log on to some remote access
applications by generating a one-time password using the ActivClient User
Console. You can then use this password with any application (whether
running on your workstation or not).

To get a One-time password manually

Prerequisites

ActivClient User Console is open.
One-Time Password Services option has been installed during setup.

Your smart card has been initialized to use one-time passwords.

1. Display the Generate One-Time Password dialog box by taking one of the
following actions:

From the ActivClient User Console tasks pane:

Select Generate One-Time Passwords.
The Generate One-Time Password window is displayed.

_Or_

«  From the ActivClient User Console right pane:

Double-click the server’s icon.
The Generate One-Time Password window is displayed.

2. Take one of the following actions depending of your administrator’s
recommendations:

If your administrator recommends to authenticate in Automatic mode,
click Generate.
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A one-time password is displayed which you can type or copy/paste into
any authentication window.

_Or_

« If your administrator recommends to authenticate in a Challenge/
Response mode, click Manual (Challenge/Response) from the Type drop-
down list. A Challenge box is displayed in the Generate One-Time
Password window.

W@ Generate One-Time Password
e

IR sl [challenges/response]

Challenge: I

One-Time Password:

[5enerate I

Copy To) Clipboand

3. Locate the challenge on the application you are authenticating to. (For
challenge/response applications, the challenge is displayed in the dialog
box used when logging in).

4. Type the challenge in the Challenge box.

5. Click Generate.
Your newly generated one-time password is displayed.

6. Type (or copy and paste) it into any authentication window.
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information

This section discusses the way you can display your smart card personal
information.

US Department of Defense CAC smart cards and US Government Personal
Identity Verification PIV smart cards allow to access personal information for
each smart card holder.

Personal information display may vary according to your type of card and
profile. It includes:

Cardholder Identification and general information
Benefits
Employment information

Cardholder’s facial image

Important: ~ The View my personal info feature is a read-only feature!

To access “My Personal Info” on CAC
and PIV cards

Take one of the following actions:

From the User Console left pane:
Click on View my personal info under My Personal Info Task.
The Personal Information dialog box is displayed on the right pane

From the User Console right pane:
Double-click My Personal Info icon.

-Or-

Select Open from it’s right-click menu.
The Personal Information dialog box is displayed on the right pane.
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About Personal Information

Actividentity=

@ ActivClient [testvall5's Smart Card]
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Edit
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Iy Personal Info
[ smart Card Infa
@ My Certificates

Help

Aﬁtivldentity USE Reader w3 0
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My Personal Info

J PIy Cardholder Identification (| pIv Cardholder Info

Agency:

system Code: oo
Credential Number: 387654
Credential Series: 1

Individual Credential Series: |1
Person Identifier: 1234567890
Global Unique Identifier:
Card Expiration Date:
Organizational Category:

Organization

Person/ Association
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Ermployes
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M atiohal Institute of Standard: and Technalogy
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Federal Govemment Agency

M ational Institute of Standard: and Technalogy
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for:
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CHUID (Card Holder Identification)
Fingerprints
Facial Image

For PIV smart cards, the User Console displays the digital signature’s validity
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Chapter 10: Using
ActivClient with Terminal
Services

This section discusses the following topics:

"Logging on to a Citrix session" on page 79.

"Using a smart card inside a Citrix session" on page 82.
"Logging on to a Remote Desktop session" on page 83.

"Using a smart card in a Remote Desktop session" on page 84.

"Locking a Remote Desktop session” on page 85.

You can use Citrix products to run an application on a Citrix server and
interact with the end user on a different terminal (Windows or another).

ActivClient provides smart card-based authentication to Citrix for increased
security.

Note: It is not necessary to install ActivClient on the Citrix client.

To log on using a Citrix product

Prerequisites

ActivClient is installed on the Citrix Presentation Server. For more
information on supported versions of Citrix Presentation Server, refer to
ActivClient CAC Overview.

Your workstation is configured with Citrix client (Program Neighborhood,
Program Neighborhood Agent, or Web interface).

You have a smart card and a smart card reader up and running and
connected to your workstation.

How you log on to a Citrix session depends on your configuration. Here are
the four cases you may encounter:

You log on to your workstation with a smart card and digital certificate
and your Citrix authentication mode is “Smart Card with Pass-through”
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then, you are logged in automatically as soon as you start a Citrix session.
See Chapter 7, "Logging on to Windows with a certificate" on page 54.

You log on to your workstation with a user name and password (standard
Windows authentication) and your Citrix authentication mode is “Local
User with Pass-through” then, you are logged in automatically as soon as
you start a Citrix session. See Chapter 7, "Logging on to Windows with a
certificate" on page 54.

You log on to your workstation with a thin terminal (Windows XP
Embedded) without ActivClient on the thin terminal and your Citrix
authentication mode is “Local User with Pass-through” then, you are
logged in automatically as soon as you start a Citrix session.

You log on to your workstation with a thin terminal (Windows CE) without
ActivClient on the thin terminal and no local authentication and your Citrix
authentication mode is “Local User Pass-through” then, you are prompted
to authenticate with your smart card and PIN code.

To open a Citrix session-examples

Three Citrix clients can be used to log on to a Citrix session:

Citrix ICA Client Program Neighborhood
Citrix ICA Client Program Neighborhood Agent

Citrix Web Interface

Here are examples of Citrix login session for “Smart Card with Pass-through”
authentication mode with each of the Citrix clients.

To log on to a Citrix session in a “Smart
Card with Pass-trough” authentication
mode using Citrix ICA Client Program
Neighborhood

Prerequisites

Microsoft CAPI support option has been installed during setup.
You have a smart card and a certificate with PKI login capabilities.
Citrix ICA Client Program Neighborhood is installed.

A custom ICA connection is configured for your Citrix Server.

The Citrix authentication mode is “Smart Card with Pass-through”.
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1. Log on to Windows using your smart card.
2. Double-click on Citrix Program Neighborhood icon.
The Citrix Program Neighborhood opens.

3. Double-click on your custom ICA connection in the Citrix Program
Neighborhood window.
You are automatically logged on to the Citrix remote session.

To log on to a Citrix session in “Smart
Card with Pass-trough” authentication
mode using Citrix ICA Client Program
Neighborhood Agent

Prerequisites

Microsoft CAPI support has been installed during setup.

You have a smart card and a certificate with PKI login capabilities.
Citrix ICA Client Program Neighborhood Agent is installed.

The Citrix authentication mode is “Smart Card with Pass-through”.

Your Web Interface Server URL is configured in Citrix ICA Client Program
Neighborhood Agent.

1. Log on to Windows using your smart card.

2. Right-click on the Citrix Program Neighborhood Agent icon located on the

workstation’s taskbar and select your Citrix server desktop.
You are automatically logged on to the Citrix remote session.

To log on to a Citrix session in “Smart
Card with Pass-trough” authentication
mode using Citrix Web Interface

Prerequisites

Microsoft CAPI support has been installed during setup.

You have a smart card and a certificate with PKI login capabilities.

ActivClient CAC User Guide
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Citrix Web interface Client is installed.
Citrix authentication mode is “Smart Card with Pass-through”.

Your Web Interface Server URL is configured in Citrix ICA Client Program
Neighborhood Agent.

1. Log on to Windows using your smart card.
2. Open your browser.

3. Enter your Web Interface Server URL.
You are automatically authenticated and you access your Citrix Web
Interface web page

4. Double-click on your Citrix server desktop icon in your Citrix Web
Interface web page.
The Windows login interface of your Citrix server desktop appears within
your browser window.

5. Enter your PIN code.
You are automatically logged on to the Citrix remote session within your
browser window.

Note:  You can find more information on Citrix clients configuration in the Citrix
documentation available on Citrix website.

You can use Citrix Presentation Server to run an application on a Citrix server
and interact with the end user on a different terminal (Windows or another).
ActivClient provides smart card-based services for applications running in the
Citrix session.

Note: It is not necessary to install ActivClient on the Citrix client workstation.
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To use your smart card inside a Citrix
session

Note:

Prerequisites

ActivClient is installed on the Citrix Presentation Server. For more
information on supported versions of Citrix Presentation Server, refer to
ActivClient CACOverview.

Your workstation is configured with Citrix client (Program Neighborhood,
Program Neighborhood Agent, or Web interface).

You have a smart card and a smart card reader up and running and
connected to your workstation.

You are logged on to a Citrix session.

Start the application you are using with your smart card, for example,
Microsoft Outlook.

Use the application as usual, and access smart card-based services, for
example, prepare to send a signed email message.

When you are prompted for the PIN, type your smart card PIN, and click
OK.

The application running on the Citrix server communicates with your
smart card that is connected locally to your computer.

Smart card management operations such as certificate download operations
are not available within the Citrix session.

Microsoft Remote Desktop allows you:

To remotely control your computer from another office, home, or while
traveling in order to use the data, applications, and network resources
that are on your office computer without being in your office.

To connect to a Windows Server with Windows Terminal Services enabled,
to access applications not available on your local workstation.
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ActivClient provides smart card-based authentication to the Remote Desktop
for increased security.

Note: It is not necessary to install ActivClient on the client workstation. For
information about supported environments, refer to ActivClient CACOverview.

To log on to a Remote Desktop session

Prerequisites

+  The remote computer you intend to access using Remote Desktop
Connection can either be Window Vista or Windows Server 2003 with
Windows Terminal Services, all of them having ActivClient installed.

« Your workstation is either Windows XP Professional or, Windows Vista with
Remote Desktop Connection v5 or v6 installed.

+ You have a smart card and a smart card reader up and running connected
to your workstation.

1. Log on to your workstation.

2. Start the Remote Desktop Connection.

3. Select the server or workstation you want to access and click Connect.
4. Make sure your smart card is inserted.

5. Enter your PIN to start the session.

You can use Microsoft Remote Desktop to run an application on a PC
(workstation or server) and interact with the end user on a different
workstation. ActivClient provides smart card-based services for applications
running in the Remote Desktop session.

Note: It is not necessary to install ActivClient on the client workstation.
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To use your smart card in a Remote
Desktop session

Prerequisites

«  The remote computer you intend to access using Remote Desktop
Connection can either be Windows XP Professional, Window Vista or
Windows Server 2003 with Windows Terminal Services, all of them having
ActivClient installed.

«  Your workstation is either Windows XP Professional or, Windows Vista with
Remote Desktop Connection v5 or v6 installed.

+ You have a smart card and a smart card reader up and running connected
to your workstation.

«  You are logged on to a Remote Desktop session.

1. Start the application that is using your smart card, for example, Microsoft
Outlook.

2. Use the application as usual, and access smart card-based services, for
example, prepare to send a signed email message.

3. When you are prompted for the PIN, type your smart card PIN, and click
OK.

The application running on the Remote Desktop (remote computer)
communicates with your smart card that is connected locally to your
computer. After a few moments, the operation is completed, for example,
the signed email is sent.

Note: Smart card management operations such as certificate download operations
are not available within a Remote Desktop session.

Microsoft Remote Desktop allows you to:

Remotely control your computer from another office, home, or while
traveling in order to use the data, applications, and network resources
that are on your office computer without being in your office.

Connect to a Windows Server with Windows Terminal Services enabled, to
access applications not available on your local workstation.
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To lock a Remote Desktop session

Prerequisites

The remote computer you intend to access using Remote Desktop
Connection can either be Windows XP Professional, Window Vista or
Windows Server 2003 with Windows Terminal Services, all of them having
ActivClient installed.

Your workstation is either Windows XP Professional or, Windows Vista with
Remote Desktop Connection v5 or v6 installed.

You have a smart card and a smart card reader up and running connected
to your workstation.

You are logged on to a Remote Desktop session with your smart card.

Remove your smart card from the smart card reader.

The session remains open on the remote computer. You will find the session
in the same state the next time you log on, that is, the same applications will
remain open in the state they were in when you locked the session.

The default configuration for ActivClient (running on the remote computer) is
to lock on smart card removal. If your administrator changes this
configuration (for example, to log off on smart card removal), the behavior
may differ (for example, the Remote Desktop session may close).
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Terms and Acronyms

This chapter presents terms and acronyms used in this publication.

Terms

Certificate Authority (CA)

ActiviD Card Management
System (CMS)

Cryptographic Service
Provider

Federal Information
Processing Standard (FIPS)

GlobalPlatform

My Digital ID Card

One-Time Password

PIN

Public Key Infrastructure
(PKI)

ActivClient CAC User Guide

Definitions

The CA issues and manages security credentials and public keys
for message encryption in a networked environment. As part of a
Public Key Infrastructure (PKI), a CA checks with a registration
authority (RA) to verify information provided by the requestor of
a digital certificate. If the RA verifies the requestor's information,
the CA issues a certificate.

Formally known as ActivCard Identity Management System
(AIMS), CMS is a Web-based, smart card, credential and
application lifecycle management system.

CMS augments and works in concert with an enterprise's primary
identity management infrastructure components, including
popular directory, database, and PKI components.

An independent software module that performs cryptography
algorithms for authentication, encoding, and encryption.

FIPS 140-2 is the standard for crypto—-module security. FIPS 140-
2 level 3 adds additional requirements to FIPS 140-2 level 2.
These requirements concern physical security and a trusted path
for entering a Cryptographic Service Provider, such as a PIN. FIPS
140-2 level 3 uses local ports and the key pad to enforce such
security.

Replaces OpenPlatform (OP).

This CMS component allows end users to access the self-service
CMS functions, which includes card and credential management.

A one-time password is a password used only once to
authenticate to remote applications. One-Time Passwords are
only present on smart cards issued with SKI credentials.

Personal Identification Number. Is used to authenticate to your
smart card in order to perform actions such as Windows PKI
login, remote access and email signature.

PKI describes the laws, policies, standards, and software that
regulate or manipulate certificates and public and private keys.
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Acronyms

Registration Authority
(RA)

SKI

Standalone smart card

Acronyms
CA
CAC

Ccsp
FIPS
GP
oTP
PKI
PIV

SKI

ActivClient CAC User Guide

Actividentity=

RA is an authority in a network that verifies user requests for a
digital certificate and instructs the CA to issue it. An RA is part of
a PKl, a networked system that enables companies and users to
exchange information safely and securely.

SKI (Symmetric Key Infrastructure) keys are used to perform
strong authentication on remote applications. SKI keys encrypt
passwords in:

« Synchronous mode (generates 1 password without any
challenge. The server uses the same method to create a
password than the smart card)

Asynchronous: encrypts a challenge

Smart card with uploaded applets issued by the manufacturer.

Definitions
Certificate Authority.

Common Access Card (for the United States Department of
Defense).

Cryptographic Service Provider.

Federal Information Processing Standard.
GlobalPlatform. Replaces OpenPlatform (OP).
One-Time Password.

Public Key Infrastructure.

Personal Identity Verification Card issued by the United States
government to federal employees and contractors.

Registration Authority.

Symmetric Key Infrastructure.
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Product: ActivClient CAC 64-bit edition
Document: ActivClient CAC User Guide
Document Reference: AC/x64/CAC/UG/06.2007/6.1

Activldentity welcomes your comments and suggestions. Your input is an
important factor in future revisions of this publication. Let us know your
opinion.

Please send your feedback via email to: tpd@actividentity.com.

If you would like a reply, please include your name, company, email address,
and telephone number (optional).

If you find errors or have general suggestions for improvement, please
indicate the chapter, section, title, and page number.

Is the information clearly presented?

Do you need more information? If so, where?

Are the examples correct/helpful?

What did you like most/least about this publication?

Important: If you have problems with the software, please contact your local Activlidentity
representative.
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6623 Dumbarton Circle
Fremont, CA 94555
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